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1. Global OpenNet Basics
1.1. Required Information to Access Global OpenNet (GO)

Mac users can access GO using one of these two secure methods for logging in to the GO
system: 1) RSA Hard Token; and 2) RSA Soft Token.

Global OpenNet (GO) users must provide the following information to access the system:

1. OpenNet Username
2. OpenNet Password

3. Access Token passcode (generated for you by one of the Access Tokens you have
received — see Figure 1-1 below).

NOTE: If you do not have an Access Token, please contact your local IT administrator.

1.2. Introduction to your Access Token

An Access Token contains a unique timed code needed to log onto the GO System. It is
generated by either a physical device (Hard Token) or software (Soft Token) installed on a
device you already have; i.e. a BlackBerry mobile device. Access Tokens generate a one-time
passcode that you will use each time you access the GO System. The Figure 1-1 below describes
the different Access Token types:

Access Token Type Description What it looks like
RSA SecurlID SID700 Physical device (Hard Token) that
Hardware Token generates a one-time 6-digit numeric - -
Also known as the RSA passcode used in combination with a A @ i
Hard Token. used to access | user-defined, 6-digit Personal
GO. ’ Identification Number (PIN) to access

the GO System.
RSA SecurlD Software Software installed on your BlackBerry
Token mobile device. Similar to the Hard

Also known as the RSA Soft | Token, it generates a one-time 8-digit
Token because it is a numeric passcode that is used in

software token which can be | combination with a user-chosen, 6-digit

loaded onto another physical | PIN to access GO.
device; e.g. a BlackBerry

Mobile device. NOTE: For information on installing
your Soft Token see Section 1.2 of
Accessing GO With an RSA Soft Token
located on the GO website under User
Guides / Full User Guides.

Figure 1-1: Global OpenNet Access Token Types
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2. GO Access and Setup
2.1. GO System Access and Setup

Before logging into the GO system, it is necessary to follow this preliminary system setup
procedure and compatibility check. Please go through these initial steps before performing any of
the procedures that follow later in this document.

NOTE: GO system software currently requires an Intel-based Mac running Mac OS X v10.6.
If you have an older Mac, you cannot log into GO.

2.1.1. Java Installation for Mac OS X

Java, a runtime environment that works "behind the scenes" to let you use many Web sites,
online services, and applications, is no longer built in with Macintosh operating systems.

The Mac OS X System Requirements for Java 7 are:

. Intel-based Mac running Mac OS X version 10.7.3 and above

. Administrator privileges

. A 64-bit browser (Safari, Firefox, etc.)

. Chrome does not support Java 7. Java 7 runs only on 64-bit browsers and Chrome is a

32-hit browser.

Steps Screen

1. Verify your current Java version by
going to www.java.com/verfiy and
clicking on the red Verify Java version Verify Java Version
button. If prompted with a message 3 e o e e e oo e v
saying “Do you want to run this o
application?” click Run.

If your Mac needs updating proceed to I g e o o
Step 2, to install Java. If Java is up to p—

date, proceed to Section 2.1.2 to install
Citrix.

2. Go to www.java.com and click the Free
Java Download button.

JAVA+YOU,
DOWNLOAD
TODAY!

Free Java Download

» Whatis Java? » Dolhave Java? » Need Help?
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Steps

Screen

3. Click on Agree and Start Free
Download. A file called jre-7u51-
macosx-x64.dmg will download to the
Downloads folder on your computer. In
the upper right corner of Safari click the

Downloads button €. and then double-
click on the jre-7u51-macosx-x64.dmg
to open the file.

Download Java for Mac OS X

Recommended Version 7 Update 51 (filesize: 48.4 MB)

Agree and Start Free
Download

By downloading Java you acknowledge that you have read and
accepted the terms of the end user license agreement

4. Double-click on the box icon to start the
Java installation.

|_!Java 7 Update 51

Java

Double-click on icon to install

\

Java 7 Update 51.pkg

5. Click Install and follow the installation
instructions. (This may take a few
minutes).

800  Install Java 7 Update 51 8
Welcome to the Java 7 Update 51 Installer
& Introduction
O Ermiliribm b Java provides safe and secure access to the world of
® Installation Type amazing Java content. From business solutions to
o Installat helpful utilities and entertainment, Java makes your
nestatiation internet experience came to life.
® Summary
=
—
—
<
=

ORACLE Go Back | Continue |
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Steps

Screen

6. When the Installation Succeeded
message pops up, click Close.

800 « Install Java 7 Update 51 a
The i ion was
© Introduction
© Destination Select
© Installation Type
© Installation
© Summary Install Succeeded
Learn more about Java
-
S )
S—
.
ORACLE Go Back

Java installation is complete!
Proceed to Section 2.1.2 to install the Citrix Receiver.

2.1.2. Citrix Receiver Installation

Steps

Screen

1. Access the GO website by opening your
browser and entering http://go.state.gov.

)\ U.S. DEPAREMI

7/ Global OpenNet

B

ZTM Required System Setup || HELP ||| Check Your Connection Speed || User Guides |

GO Message Board

svsTEM STATUS s of 2/1/2014

al OpenNet Windows Accs Someu sers cont ave issue Slaunch ing the user desktop in
op will not laus ohpl pdl e to the lates lJ ' ndrestany PC.If
t the issue, jeccaey ailable from the s yo click ™I Agree If other
bml nok L with the IT Servi and 1 MRAwIl address your ticket as soon

ANNouNcEMENT(S] Global Openiat (GO) support for Windows XP and MAC OS X 10.5 will nd Tuesday Apri 8,
2014. Sec date: Citix support for both XP and MAC OS X 10.5 wil no longar be provided by the

endors a nd mayle o ki ooé i s e MRS hs s o b broel ol 67.CO
issu ny unsupporied Operating Sysiem

2. Hover over the Required System Setup
tab and then click on Required System
Setup - Mac.

Home  Required System Setup N3N User Guides

Check Your Connection Speed
Required System Setup - Windows
Required System Setup - Mac

Required System Setup - Kiosk age Board

3. Click the Install Citrix Plug-in link.

REQUIRED SYSTEM SETUP

[

Mac

» Install Citrix Plug-in
» Install Printing Software

September 28, 2015
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Steps

Screen

4. Afile called CitrixReceiverWeb.dmg
will download to the Downloads folder
on your computer. In the upper right
corner of Safari click the Downloads

button 0] and then double-click on the
CitrixReceiverWeb.dmg to open the
file.

206 Citrix Receiver i
<> (2] [+ receiver.citrix.com ¢ [ Readec | [0
IO ¥ Apple iCloud Twi i >
e — 1 Downloads Clear
- ) CitroReceiverWeb.dmg
CiTRIX LS

Downloading

© O O  Downloads | 8.0 .0 B Rece
[ 1T

5. Double-click on Install Citrix Receiver.

Uninstall Citrix Receiver

Install Citrix Receiver

6. Click Continue and follow the installation
instructions. (This may take a few minutes).

Welcome to the Citrix Receiver Instalier

To rstall Citrix Pleceiver for Mac. cick Contirue. You wil be guced

7. When the Installation Success message ano. T 5]
pops up, click Close. The was camp
@ Introduction

1 License

© Destination Select

© Installation Type

| e e The installation was successful.

® Summary

The software was instafied
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Steps

Screen

Citrix Receiver installation is complete!
Proceed to Section 2.1.3 to configure your web browser.

2.1.3. Web Browser Settings Configuration

Steps

Screen

1. Open Safari, click on the Safari menu,
and click Preferences.

_ @ [ESET File Edit View History Bookmarks Window Help
® O About Safari
< Safari Extensions...

|-
/Inc. @ www.icloud.com

Preferences... 8,

Private Browsing...
Reset Safari...

Services >

Hide Safari #H
Hide Others X #H

Show All

Quit Safari #Q

2. Click on the Security tab and click the
Manage Websites button.

Fraudulent sites: (¥ Warn when visiting a fravdulent website

Web content: ¥ Enable JavaScript
Block pop-up windows

Internet plug-ins: M Allow Plug-ins )| Manage Website Settings... ?

3. Internet plug-ins installed on your
computer appear on the left side of the
plug-ins page.

4. Select the Citrix Receiver Plug-in to
configure its website settings.

5. Click the drop-down menu next to When
visiting other websites: and ensure
Allow is selected.

‘D00 Security
et 7 L ol 2. g -
| Camnent Tabi, | Al B POt e e e

Adobe Flash Player

Citrix Recelver Plug-in

Adobe Reader Allow websites to use this plug-in with the settings below:

EE—
Lync Meeting Join Plug-in
QuickTime
SharePoint Browser Plug-in

Sitverlight “Citrin Receiver Phog-in” G0es n0t supeort the haghest bevel of secwrity
for Safari phug-ins.
Websites uning the stug-in may be sble to

documents and data. Ask

ORI - ——,
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Steps Screen

6. Select Java to configure its website

SettlngS Adobe Flash Player ::ﬂ : % . -
7. Click the drop-down menu next to When

visiting other websites: and ensure Lyne teeting o Pl

Allow is selected and then click Done. QuickTime

e Ask -- Prevents the plug-in from
loading, but allows it if you click the ’

Ask

options to trust the current website. T |
o Block -- Prevents the plug-in from Wm

loading.

e Allow -- Allows the plug-in to run on
the selected website with no
placeholder links or warnings.

Run in Unsafe Mode

8. Ensure the Block pop-up windows box — -
is NOT checked and close the Security w7 G BB @
window. General Tabs Autorill Passwords |Securty  Privacy Notdications Extersions Advanced

Fraudulent sites: (¥ Warn when visiting a fraudulent website

Web content; | Enable JavaScript
Block pop-up windows

Internet plug-ins: ™ Allow Plug-ins = Manage Website Settings... 7

Web browser configuration is complete!
You are ready to access GO!
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2.2. Creating your RSA Token PIN

Once you have performed the one-time procedures in the previous section, you can create the
Personal Identification Number (PIN) for your RSA Soft Token.

Steps Screen

1. Access the GO website b D _
Y SUa U.S. DEPAREM E‘N-T-O.

opening your browser and : ¢ :
entering http://go.state.gov. 7/\ @@/ Global OpenNet T

—
Read the system authorization e EETTETTYTT T NI TR TR
and consent notice, and then T e et

ANNOUNCEMENT: Preliminary testing has shown that the Windows 8 platform will support GO access, and supports

Se I ect th e I ag ree b utto n be I OW the installation of the citrix plug-in (available to download from the GO logon site). however, Mobile Computing is not

currently equipped to diagnosis Windows 8 connection dificullies

the notice. e S i ot et s S W

monitoring consent notice. Please use the scroll bar to the right.

You are about to enter a Department of State computer system or network Use by
unauthorized persons, of for unauthorized personal business, is prohibited and may
constitute a violation of 18 U.S.C. 1030 and other Federal law, as well as applicable
Department policies and procedures

You have NO REASONABLE EXPECTATION OF PRIVACY while using this computer
system or network Al data contained and/or actwities performed herein may be
monitored, intercepted. recorded, read, copied, or captured in any manner by authorized
personnel. System management personnel or supenisors may give law enforcement
officials or appropriate Department managers any potential evidence of crime, fraud, or
employee misconduct found on this computer system or network, and employees may
be subject to discipline for misuse. Furthermore, law enforcement oficials may be
authorized to access and callect evidence from this computer system or network, or
from any portable devices that have been connected to this computer System of network.
therefore:

» USE OF THIS COMPUTER SYSTEM OR NETWORK BY ANY USER.
AUTHORIZED OR UNAUTHORIZED, CONSTITUTES EXPRESS CONSENT TO THIS
MONITORING.

» IF YOU DO NOT CONSENT TO THIS MONITORING, OR IF YOU ARE NOT AN

AUTHORIZED USER PLEASE CLOSE YOUR BROWSER TO EXIT THE SYSTEM

» IF YOU ARE AN AUTHORIZED ND CONS| PRESS | AGREE" TO

INDICATE YOU AGREE TO AL a Q! TED HEREIN
I | agree l

[For help, please contact the IT Service Center (ITSC) at 1-877-246-9493 if you need assistance after you have completed
the instailation steps as outlined in the GO User Guides

Home | Required System Setup | HELP | Check Your Connection Speed | User Guides
U5, Department of State - Giobal Openliet

2. When the Log on page appears, ~—
select the icon corresponding to R/ \U.S. DEPARGMEN
your Mac Operating System . Global OpenNet
(0S). -

Home TR Check Your Connection Speed

GO Message Board
SYSTEM STATUS as of 12/18/2012: No issue to report
ANNOUNCEMENT: Preliminary testing has shown that the Windows 8 platform wil support GO access, and supports

the installation of the citrix plug-in (available to download from the GO logon site), however, Mobile Computing is not
curently equipped to diagnosis Windows 8 connection dificulties

/'
a L
Wmdows Kiosk
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Steps

Screen

3. Click on the click here to setup
your PIN, as shown on the
right.

User Name:

OpenNet Password:
PIN + Token Passcode (RSA):

| Login |

* First time RSA usell click here to setup your PIN. I

@ U.S. DEPARTMENT OF STATE
,_‘ Global OpenNet

4. Return to your BlackBerry
device or hard token to retrieve
you Token Code.

5. Enter your OpenNet username,
OpenNet password, and enter
only the token passcode into
the PIN + Token Passcode field
and click Login.

NOTE: Entering your passcode
without a PIN is valid initially to
create your PIN. Once your PIN is
created, you will enter the PIN +
token passcode for future logon.

@ U.S. DEPARTMENT OF STATI
Global OpenNet

User Name: [poeJx

OpenNet Password:  eeeeeeccccce

PIN + Token Passcode (RSA):

| Login |

* First time RSA user: click here to setup your PIN.

6. You will be prompted to create
a new 6-8 digit PIN. Enter it
twice and click Save PIN.

Welcome to the

Instant Virtual Extranet

NOTE: This step is required one I,
time only. Once you have created
your PIN, you will not see this | | ‘o —tJ
Screen a ain wate & new PIN now. dick Cancel
: e
September 28, 2015 10 GO User Guide for MAC




Steps

Screen

7. The system will re-direct you to
the GO Homepage. This
confirms your PIN has been set.
Continue to Section 2.3 for GO
logon instructions.

_—— a g

— ol -
)\ U.S. DEPAREM 'EN-T-@.

Global OpenNet ‘

(UM Required System Setwp | HELP | Check Your Connection Speed || User Guides |

GO Message Board
SYSTEM STATUS as of 12/18/2012: No issue to report.

ANNOUNCEMENT: Preliminary testing has shown that the Windows 8 platform will support GO access, and supports
the installation of the citrix plug-in (available to downioad from the GO logon site). however, Mobile Computing is not
currently equipped to diagnosis Windows 8 connection dificullies

In order to access this system you must read and accept the following system
monitoring consent notice. Please use the scroll bar to the right.

You s sbout to enter s Depmtment of State computar sysiem or network. Uss by
un

perst is pr
consttate 2 volation of 18 U.S.C. 1030 and other Federal aw, 25 well 35 applicable
Department policies and procedures

You have NO REASONABLE EXPECTATION OF PRIVACY while using this computer
system or network. All data contained and/or actwities performed herein may be
monitored. intercepted, recorded, read, copied, or captured in any manner by authorized
persornsl. System management personnal or supsnésars may ghe law erforement

an, aud, or

mi a
authorized 1o access and collect evidence from this computer s,slem of network, or
from any portable devices that have been connected to this computer system or network.
therefore:

» u:E OF THIS COMPUTER SYSTEM OR NETWORK BY ANY USER.
D OR UNAUTHORIZED, CONSTITUTES EXPRESS CONSENT TO THIS

R IF YOU ARE NOT AN
ER TO EXIT THE SYSTEM
| AGREE" TO

INDICATE YOU AGREE TO ALL THE CONDITIONS STATED HEREIN

1 agree

[For help, please contact the IT Senice Center (ITSC) at 1-877-246-9493 if you need assistance after you have completed
the installation steps as outlined in the GO User Guides

Hofe Recaled yairsSaep [HEL 1| Coack Y n Speed | User Guides
Cepariment o St - anope et

2.3. Completing Access to the Global OpenNet (GO)

System

No matter which type of Access Token you have, the initial steps for accessing the GO System

are the same for all users. When you reach the GO “Login” screen, depending on which type of
token you are using (RSA Hard Token or RSA Soft Token), you will login with the appropriate
PIN and Token passcode. Perform the steps below to access to the GO System.

Steps

Screen

1. Access the GO System by
opening your browser and
entering: http://go.state.gov.

® Safari File Edit View History Bookmarks Window He
800

L2 ) (2] (@) [ +]0 hrtp:/sg0.state.gov

#2 Apple iCloud Facebook Twitter Wikipedia Yahoo! News~ Po
[ s e

September 28, 2015
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Steps Screen

2. Read the system authorization
and consent notice, and then
select the | agree button below
the notice.

(0B Required System Setup Check Your Connection Speed

GO Message Board
SYSTEM STATUS as of 12/18/2012 No issue to report

ANNOUNCEMENT: Preliminary testing has shown that the Windows 8 platform will support GO access, and supports
the installation of the citrix plug-in (available to download from the GO logon site), however, Mobile Computing is not
currently equipped to diagnosis Windows 8 connection dificulties

In order to access this system you must read and accept the following system
monitoring consent notice. Please use the scroll bar to the right.

You are about to enter a Department of State computer system or network. Use by

persons, or for personal business, is prohibited and may
constitute a wolation of 18 U.S.C. 1030 and other Federal law, as well as applicable
Department policies and procedures

You have NO REASONABLE EXPECTATION OF PRIVACY while using this computer
system or network. All data contained and/or activties performed herein may be
monitored. intercepted, recorded, read, copied, or captured in any manner by authorized
personnel. System management personnel or supenvisors may gve law enforcement
officials or appropriate Department managers any potential evidence of crime, fraud, or
employee misconduct found on this computer system or network, and employees may
be subject to discipiine for misuse. Futthermore, law enforcement oficials may be
authorized to access and collect evidence from this computer system or network, or
from any portable devices that have been connected to this computer system or network
therefore:

» USE OF THIS COMPUTER SYSTEM OR NETWORK BY ANY USER
AUTHORIZED OR UNAUTHORIZED, CONSTITUTES EXPRESS CONSENT TO THIS
MO! RING

» IF YOU DO NOT CONSENT TO THIS MONITORING, OR IF YOU ARE NOT AN
AUTHORIZED USER PLEASE CLOSE YOUR BROWSER TO EXIT THE SYSTEM.

» IF YOU ARE AN AUTHORIZED USER AND CONSENT, PRESS | AGREE" TO
INDICATE YOU AGREE TO ALY S STATED HEREIN

3. When the Log on page appears, : gl
select the icon corresponding to @ 24523 U.S. DEPARTMENT-0ReSTATE
your Mac Operating System » Global OpenNet o —

(0S) -
: [0 Required System Setup | HELP | Check Your Connection Speed

GO Message Board

SYSTEM STATUS as of 12/18/2012. No issue to report

ANNOUNCEMENT: Preliminary testing has shown that the Windows 8 platform will support GO access, and supports
the installation of the citrix plug-in (available to download from the GO fogon site); however, Mobile Computing is not
currently equipped to diagnosis Windows 8 connection dificulties

"
-4
Windows

Kiosk
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Steps Screen

4' ?jNheIn the GO Loginoscre(le\ln @ U.S. DEPARTMENT OF STATE
isplays, enter your OpenNet !i! I |
n
Username, Password, and the Globa OPQ Net
Token Passcode. User Name:
OpenNet Password:
a. For RSA Hard Token: B o Bl
Enter a numeric, 6-digit PIN
+ a numeric 6-d|g|t RSA * First time RSA user: click here to setup your PIN.
Hard Token passcode.
User Name Jane Doe
S e o | () e
+ 3 numeric 8-digit R%A PIN + Token Code R AR TRRRRR
Soft Token passcode. Ueer —
ser Name ane Doe
See Sections Error! Reference . T FRRRRRIIIRFIR
purce oL Tound. ang 22 above for PTG [
5. You will see the GO System [78)
Desktop Launch Screen. Select —
User Desktop to open a remote =
desktop session. =
=
e®
6. The User Desktop will now © s e ==

launch (the first time may take s

up to 5 minutes); thereafter the
Desktop may take up to 30
seconds to display, depending
upon your connection). You
may now access applications
either from the Start menu or
from the User Desktop itself.

NOTE: Initially you will not have
ANY icons except the Recycle bin.
Afterwards you may customize your
desktop to include whatever icons
you wish.

%.J
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Steps

Screen

7. Your desktop operates in the
same way as your OpenNet
desktop. Select the Start menu
and All Programs to display all
available applications.

NOTE: It is very important to log
off properly after using the GO
system. Always complete the
following two steps: Log off
through the Start menu, per Step 8,
and Log Off through the browser,
per Step 9.

8. First, to log out of the User
Desktop, you must use the
following method:

1. Click Start and then click
the Log off button (lower
left).

September 28, 2015
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Steps Screen

9. Second, to end your remote
Citrix session, click on Log Off

in the upper right hand corner of
your browser, as shown in the

figure to the right.

A

Always click on Log Off to
terminate a session.

Select view: | Groups # |
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2.4. Mapping a Network Drive

Your H (Home Directory) network drive should already be available. However, if after following
steps 1 and 2 below to check mapped drives, the additional drives you need do not appeatr,
proceed with mapping. You will need the correct network drive path. When asked to select a
drive letter, you can select any available letter from I thru Z.

IMPORTANT: Before you attempt to “map” to a network drive, you will need the correct drive
path, which you can obtain while logged on to your office OpenNet computer. To do so, double-
click on Computer and the drive paths will be listed on the left, with the path included:

Example: If the path shown is:
POL on ‘dosintus.domain.state.sbu\tappublic$\Officeshare$’ (P:)

The network drive path you would type to map your network drive in GO is:
\\dosintus.domain.state.sbu\tappublic$\Officeshare$\POL

SUGGESTION: Once you know the network drive path(s) to your additional office share(s)
etc., email yourself your drive path/network share path, and when opening the email in GO, you
will have the drive path available to copy and paste when mapping your network drive while in
GO. Otherwise, if you are not sure what drive path to use, please obtain the correct path from
your local IRM systems staff or local system administrator, prior to attempting to map to
additional network drives.

NOTE: Drive letters A — H are reserved for system mapping and should not be used.

Steps Screen

1. From your GO published
deskto3|f), click oFr)l Start, and ."3 il R L ' T
then click on Documents. @ s s | Cocuments

: Windoy 4 lekt
§ 25| microsoft Office word 2007 :ﬁcess SR

4 &l Programs

I |search programs and Files lE]J Log off >|
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Steps

Screen

2. When the screen shown to the
right displays, click on
Computer, and a list of mapped
drives will display on the right
side under Network Location.
Verify the drive you require is
not already mapped.

™ User Desklop - Citrix Receiver for Java

EEGONAPO11T04 Domain: appsericss.state.sbu  Memory: 72068

Frocessor: IntellR) YeonlR) CPU ..

and click Map network drive.

" o) o
B oocomnee Setings
3. Next, right-click on Computer & Dowrloads

1= Recent Places

—a Mew Yolume (D)
8 ChhumCy (}iesoco

‘?ﬂ Metwaork,

— I 200
w 33.5 GE free of 59.6 GB

* Mebwork Location(l) ——m8 ——

i Y AR T

Collapse

QIpen in nesw window

Map nebwork, drive. ..

Add a network location

Delete
Fename

Froperties

September 28, 2015
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Steps Screen

4. GO will automatically map £
most users to their Network ) @ repneomrkome
Drive/folder that they use at e e S e S
work. HOWGVEF, if your Specify the drive letter for the connection and the folder that you want to connect to:
personal Network folder is not e [ r
availablev or you wish to Folder: \\dosintus.do-main.state.sbu\tappublicS\Officshar = Browse...

connect to additional folders for Bample; sererishare
common Office Files etc.,
follow these steps:

[~ Connect using different credentials

Connect to a Web site that you can use to store your documents and pictures.

e Select a drive letter that has
not been used. (Drive
letters A — H are reserved
for system mapping and | conel |
should not be used when
mapping additional drives.)

e Enter the network path to
the drive in the Folder field
(the path in the screen to
the right, \\ dosintus.
domain.state.sbu\ tap
public$\Officshare$), is only
an example).

e Select the Reconnect at
logon option if you want
this drive to automatically
map every time you log

into GO.
e Click Finish.
5. Your mapped network drive

(:\}v |:“ B > 2 [ search Computer

should now appear under the
Network Location.

Organize ~  System propertiss  Uninstall or changs a program  Map netwark drive  Open Control Panel

[=[r]
W

¢ Favorites « Hard Disk Drives (2)
B Deskkop Local Disk (C:) Mew Wolume (D)
— R ]
& Downioads 33.5 GE free of 59.6 GB " 747 GR Fren of 739G
e =

5] Recent Places
~ Metwork Location (2)

ChhumCy . software (Yionewashdcnant) (2:)
3 (lesocosentapl 00rmuser$iSadd) (.. €y
== | e 19.9GBfreeof 45.0GB

78 Camputer
&l Local Disk (C)
 Wew volume (D3}
£ ChhumCy (\lesocoeen
8 software (1ionewashd

€ Metwork
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2.5. Connecting to a PST File

In order to connect to a Personal Folder file (.pst) in Outlook, you should have the path available
to your Network folder and the location of your PST files. The path to your Network folder may
be needed if it was not automatically mapped when accessing GO.

Important: Refer to Section 2.4 above for information on obtaining the path to the
drive/network folder required by using your office Desktop computer. Otherwise contact your

system administrator.

Steps

Screen

1. From your GO Desktop open
Microsoft Outlook.

2. Click on Tools then scroll down
and click Account Settings.

[ Inbox - Microsoft Outlaal
|

¢ OFile  Edit View Go [ Tools J Actions Help

:3dlew ~ ugb (25 x Send/Receive N
: Instant Search v
Mail !

Ty — & Address Baok..  Ctri+Shift+B |

- .
[iInbox (200) 4l Organize
L= sentItems [51 Rules and Alerts...

Mail Folders Qut of Office Assistant...

‘B]A" Mail Ttems Mailbox Cleanup...

&5t Mailbox - € Cl
=g Malﬂ::..x Chhum, ct @ Empty "Deleted ems” Falder
[ Citrix
@ Deleted tems (1) @ Recover Deleted Items...
7| Drafts [10]

- o Farms »
L jInbox {200
[ NFO acro 4
L@ Junlc E-mail T CEEE

[ MC

Tk ek

3. From the Account Settings
dialog box, click the Data Files
tab and click Add.

Account Settings

Data Files
Outlook Data Files

‘E-mal DataFiles | Rss Feeds | sharePoint Lists | Internet C

=

S Add,.. |29 Settings... @9 Setas Default X Remow

Mal P | Filename
Mailbo hurn, Charlie ¥ Mat available

4. Highlight the Office Outlook
Personal Folders Files (.pst)
and click OK to continue.

New Outlook Data File x|

Twpes of storage:

Office Outlook Personal Folders File ( psk
Cuklook 97-2002 Personal Fol le

Descripkion

Provides maore storage capacity For items and Folders,
Supporks multilingual Unicode data, Mot compatible with
Outlook 97, 98, 2000, and 2002,

oK I Cancel
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Steps Screen

5. A Restrictions warning box ]
may appear, |gnore thlS warn i ng |'/_\‘| Thish:per:ﬁcn I;lrash:een cancelled due to restrictions in effect on this computer. Please contact your
- - "Nl system administrator.
and just click OK.

6. To select an existing PST file ]
from your home drive, scroll QU [ - Gore-. - Ghncileamomian- =~ a3 [ soch Fhex ¥

Organize ~  Hew folder

down and select your mapped - (omem
home drive on the left side of A A s
the panel. Once your drive is dme o 2porc
selected, you can see all of your B vocs v o B
files on the right side of the i Ericprso 421 e

panel. Highlight and select your L
PST file and click OK.

—oreo
o Lo | test 1fz7f2c
€ Network Ftes 12t

Foacs aarr

=t
=il i

File name: | Personal Folders(1)

Save as bype: |Personal Folders Files

= Hide Folders Tods

7. Click OK again to accept this x|
PST file. And finally, click General |
C|OSG tO eXlt Mame: IPersonaI Folders

Filenare: I H:\Personal Foldersi{1}.pst

Format: | Personal Folders Fils
e —— | Changes the passwo_rd used ko access
the personal Folder File
e | Reduce_s the size of vour personal
falder file

Corment

September 28, 2015 20 GO User Guide for MAC



Steps Screen

8. Click Add again if you want to ]
add an additional PST file, or e oulon ot s
click Close to return to Outlook.

"E-mail_Data Files | RS Feeds | SharePoint Lists | Intemet Calendars | Published Calendars | Address Baoks |

| add... ) £57 Settings... @) Set asDefaut X Remove (25) Open Folder...

Hame | Filename | Comment [
Mailbos - Chhum, Chatlie % Mot available Default
Personal Folders Personal Folders{1).pst in H:

Select a data file in the list, then dlick Settings for more details or click Open Folder to display the Tell Me More...
Falder that contains the data file, Ta move or copy these Files, you must first shut dawn Outlook,

Close

=0 PEIEUIIAL D IS = IV L LI

9. You should now see your
mapped PST file in the Mail
Folders in Outlook in the left

File Edit View Go Tools  #

Silew ~ | 23 X | ChReply

panel Mail « || S
Favorite Folders R ||| searc
L_;:] Inbox (200 =T
= Sent Items
Mail Folders = |z o
£ All Mail Tte ms M =
=] @ Mailbox - Chhum, CF =B
3 Citrix (=
(8] Deleted tems (3) fi
(7| Drafts [10] =
L_T'.] Inbox (200) |Received: Mon
3 mFo Subject: From 1
= o [PowerPoint doc
Lg Junk E-mail cize: 7 ME
L MC
[ Outbox
L RSS Feeds
1 5coM

[[= sent Ttems
L& search Folders
£ Persanal Falders

L Mail a »
% Calendar F

=1 contacts R
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2.6. Install Printing Software

After successfully logging into the GO system, you can install the printing software. The GO
user can install printing software for Macintosh computers from the Required System Setup

page.

Steps

Screen

1. Access the GO website by
opening your browser and
entering
http://go.state.gov.

2. Hover over the Required
System Setup tab and
then click on Required
System Setup - Mac.

3. From the Required
System Setup-Mac page,
click on Install Printing
Software under the MAC
icon.

.

\ U.S. DEPARMN

Global OpenNet

Ronuirad Suctam Sotun - Windows

Required System Setup - Mac

Required System Setup - Kiosk
SYSTEM STATUS as o B/2012- N

ANNOUNCEMENT: Preliminary testing has shown that the Windows 8 platform will support GO access, and supports

the installation of the citrix plug-in (available to download from the GO logon site);
currently equipped to di is Windows 8 i i

ENT=0RgSiTiA

User Guides

however, Mobile Computing is not

REQUIRED SYSTEM SETUP

@

Mac

» Install Printing Software

Additional Information

» Disable pop-up blocker in your browser (See
» User Guides

"HELP")

4. Double-click on the
Double Click to Install
box to install
ScrewDrivers v4.

= ScrewDrivers v4 Client Install

tallare

RIS B=ojm (o]
¥ DEVICES
2 Macintosh HD Double Click to Install
B ipisk 4 Haga doble clic parainstalar
() Remote Disc Doppeltes anzubringen Klicken
) ScrewD B . B RRBIE TG S s LirE
crewDrivers w4 Doublaciic a ingtalk
for Mac ..y pkg DOUDIECIC 8 mstaller
¥ PLACES Doppio scatto daing
I peskrop
4 ufino
A\ Applications

[ Docurnents

¥ SEARCH FOR.
(&) Today
(D) Yesterday
(L) past Week
[ All Images
(3] All Movies
(] All Documents

readme.txt Support | triCerat

Citrix Client
Downloads.
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http://go.state.gov/

Steps Screen

5. Click Continue to proceed 8.06 M, 028 e
beyond the | ntroductlon Welcome to the ScrewDrivers v4 Client Installer
Wi ndOW, & Introduction

® Read Me

Welcome to the ScrewDrivers va for Mac client installer.

® License 4

® DestinatjoniSelaft
/

® Installagion Type

@ Installation

R Symifary

1
3

[/ -
S0 fack _
i)

4

6. CI |Ck Contl nue agal n to ano - InstallScrewDri‘vers v4 Client
proceed beyond the Read “::::Dar\r:':r:r::o;:::::lac (ica only) README
Me information window. Sinudesiion Roquiremars

6 Read Me

* Intel based Mac running 10.5x or 10.6.x.

@ License £ ) * Citrix Online plug-in (full or web only) 11.0,11.1, 0r 11.2

. * ScrewDrivers 4.5.8.0 ar higher, or Simplify Printing 5.3.1 or higher

@ DestinatjoniSelagt
/

@ Installagion Type (12232?2&0‘1009
@ Installation * Fixed error in preference pane log levels. Removed dead on date.
* Open beta
A Summary
g o 2 11/06/2010

3 - * Corrects issue where install_ica is not run during install, leaving the

5D plug-in not enabled.

" System F ane for SD can er logging, repair

8D installs and detect install issues.

* Plug-in requires SD Server 4.5.6.66 or higher to build printers.

* Logging now requires an entry to the Modules file, not just the

existence of the log file.

* Client has an expiration date of January 10, 2011 at 0:00 UTC a

( Print... ) ( Save.. ) [ Go Back I Continue )
L

7_ CI |Ck Contl nue to proceed ano g Instal.l ScrewDrivers v4 Client
beyond the End Usel’ Software License Agreement

. oducri [ English )
License Agreement e I— —
. . © Read Me END USER LICENSE AGREEMENT m
InfOTmatlon © License ) IMPORTANT - READ CAREFULLY: BY DOWNLOADING,
INSTALLING OR RECEIVING THIS SOFTWARE OR OTHER
® Destination Sel%ﬂ MATERIALS PROVIDED BY TRICERAT, INC. (“TRICERAT™), YOU

N ACKNOWLEDGE THAT YOU HAVE READ THIS END USER LICENSE
AGEEE Type AGREEMENT ("AGREEMENT"), THAT YOU UNDERSTAND IT, AND
® Installation THAT YOU AGREE TO BE BOUND BY ITS TERMS. TRICERAT IS

| WILLING TO LICENSE THE LICENSED TECHNOLOGY (AS DEFINED
HEREIN) TO YOU OR THE ENTITY FOR WHICH YOU ARE
INSTALLING THIS SOFTWARE (“LICENSEE™) ONLY UPON THE
CONDITION THAT LICENSEE ACCEPTS ALL OF THE TERMS AND
CONDITIONS CONTAINED IN THIS AGREEMENT. IF LICENSEE
DOES NOT AGREE TO THE TERMS AND CONDITIONS OF THIS
AGREEMENT, THEN LICENSEE SHOULD PROMPTLY EXIT THIS
PAGE WITHOUT DOWNLOADING, INSTALLING OR RECEIVING
THE LICENSED TECHNOLOGY.

M Symipary 3

i 1
3

.
L Definitions. v

( Print... ) ( Save.. ) [ Go Back I Continue I

4

8. Click Agree to affirm ) _
. . To continue installing the software you must agree to the terms
Compl lance W|th the of the software license agreement.

license agreement and

. . Click Agree to continue or click Disagree to cancel the installation
continue with the and quit the Installer.
installation.

| crr—TAT— -
Read License ) Disagree
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Steps

Screen

9. Click on Install to proceed

ISHG]

‘@ Install ScrewDrivers v4 Client

shown to the right will
display. Click Close to
complete the installation.

with the installation. Standard Install on “Macintosh HD”
@ Introduction
© Read Me This will take 3.7 MB of space on your computer.
© License 4 Click Install to perform a standard installation of
© Destination Salect this software for all users of this computer. All
y users of this computer will be able to use this
@ Installation Type software.
@ Installation
e Stimmary ,""'I:;"""";;II
P (" Go Back (" Install )
10. You will be prompted to
enter yOUI’ password tO Type your p d to allow | ller to make
allow the Installer to & s
proceed. Enter password e
and C||Ck OK Name: | Username
Password:
b Details
@ e [
11. If SUCCGSSfUI, the window ano ‘¢ Install ScrewDrivers v4 Client

The installation was completed successfully.

& Introduction
© Read Me

© License 4
© Destination Select
© Installation Ty;)e
© Installation

iy :ﬁ sl,‘lmmary )

5

o 1

ScrewDrivers v4 for Mac is now installed. If you are running Citrix 11.2
and have added desktops via Dazzle, you must remove and re-add
those desktops to enable ScrewDrivers. Published applications and
desktops accessed via the web interface are enabled at the next logon.

Go Back
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2.7. GO System Log-Off

It is very important to Log Off after using the GO system. Otherwise, the session will remain
open in the system, tying up servers and blocking access for others, and possibly compromising
security. There are two important steps to complete Log Off, as shown in step 1 and step 2
below. Always “Log Off” using both of these two steps, in the order and manner shown.

Steps Screen

1. First, to log out of
the User Desktop,
you must use the .
following method:

1. Click onthe Log
Off button in the
Start menu
(lower left).

L &)l Progrpes

[lh\.ﬂhmnrﬂh

o

cimpx
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Steps Screen

2. Second, to end your .@

remote session, “_ — —
click on the “Log ro——— ' : o }';..m. pro—
Off” button on the S—
upper right, as
shown in the figure - St T *
on the right. Destons

User Desktop
Applications. (6}

= @ (= ber L) 1=
Always use the “Log 8 WomenEel  MooonOwos  Macit Moo
Powerpeint

Off” button to
terminate a session.

Hint: Unabie to find the resource you need? Use Search to locate it foryou. (X

e

p—
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